Lesson HPO4-1.2 

COMMAND POST (CP) SECURITY

Conditions

Given a specific site location, situation information, unit status, and/or simulated or actual mission order.

Standard

Establish perimeter security and perform entry-control duties as required by mission orders, location, potential threat(s), and any other site-specific security needs.

Teaching Plan

I. Why is it especially important to establish secure areas in/around command post in forward-deployed, field-located situations?

1. Interior Security – Establishing entry and access control to the command post, to the commander and/or to the staff, is essential to create a secure, confusion-free, decision-making environment in all forward-deployed, tactical, field locations. The main purpose of interior-directed security is to screen/limit CP access to only a minimum number of personnel with business to transact with the commander and/or staff. As with Guard Duty on a military installation, creating this requires the establishment of a Main Guard and a Special Guard:

a. A Main Guard is a combination of roving patrols and fixed access points to establish a secure CP/TOC perimeter to control personnel access.

b. Special Guards are also used to protect any/all adjacent facilities, vehicle parks, motor pools, trains, boats, aircraft, and/or for any other special security purposes/needs.

c. Formal Guard Mountings control all Main Guards.

2. Exterior Security – Exterior security is typically established concurrently with internal security to prevent unauthorized personnel from breaching the security perimeter and gaining access to the CP for ANY potentially unscrupulous purposes.

a. Main and Special Guards also serve as lookouts to prevent unauthorized access to the CP for the primary purpose of stealing sensitive operational information; including unauthorized access to and/or theft of communications equipment, sensitive documents, operations maps, troop lists, logbooks and Staff Journals, SOIs; etc., the loss of which might compromise or disrupt ongoing military operations.

b. Exterior security is also established ASAP to protect the CP from possible surprise terrorist attacks against the unit’s operational nerve center and command structure.

II. How many organic, unit personnel should typically be designated/assigned for such CP security duties?

1. General Considerations – There are no minimum or maximum, set numbers of unit personnel that should be devoted to this essential mission task. All VaDF units are encouraged to develop their own SOPs for forward deployment of CPs that should include establishing/providing continuous, on-going CP perimeter security. Develop unit SOPs via practice.

2. Special Considerations – The numbers of personnel that will be required to perform these tasks effectively will depend on several different, highly localized, planning factors, which include:

a. Geographical Location: the proximity of the chosen CP site to major roads, rail lines, airfields; etc. and the number of avenues of vehicular access/approach to the CP site?

b. Terrain and Visibility: the character of the surrounding landscape around the chosen CP site (ie. is it open fields, wooded areas, a combination of both; is it flat, hilly; etc.?), and does it afford cover and concealment for the unobserved approach of a potential enemy? 

c. Physical Size of the CP Area: nature of the physical facility that will be used to house the CP (ie. is it a building; one or more POVs; a tent; etc.), and the numbers of doors/ other potential ways to gain access to it?
d. Ancillary Needs: also include any facilities and functions that will need to be considered as part of the area to be secured, including unit POV and visitor parking areas; unit commo shack; personnel billeting/messing/staging areas; storage areas; holding areas for detainees; etc. All these should be secured.
e. Manning Strength of the Unit: total number of organic, unit personnel available to perform all assigned mission-related tasks, to include establishment of adequate CP security.
f. Probable mission duration: is unit likely to stay there a short or long time? how permanent?

3.
Final Consideration: as in all military operations, completing any/all assigned missions is, and must remain the primary consideration. In order to do so, however, establishing and maintaining proper CP operational security remains an important command responsibility. If a unit commander feels that insufficient personnel are available on hand to perform all assigned mission tasks, as well as to retain enough behind to cover all perceived CP security duty needs, then the commander should immediately request from the next higher headquarters that reinforcements be provided ASAP.
III. What are the composition, strength, arms/equipment, coverage methods, and duties of CP Main Guards?

1. General Composition: as generally described in HPO4-1.1, Guard Duty. 

2. Strength: Main Guard consists of one Officer of the Day (CPT-MAJ); one (or more) Commander of the Guard (2LT-CPT); one (or more) Sergeant of the Guard (E6-E9); a Relief Commander for each Relief (2LT-1LT); and the necessary number of Guards (E1-E5 ONLY). 

3. Arms/Equipment: Guards are either unarmed or armed, according to their particular assigned duties. If armed, Guards must be trained/qualified to use weapons issued, and may include a rifle, a shotgun, a pistol, a riot baton, or others, as determined.

4. Method of coverage: Guards cover their post on foot, in motor vehicles, or by other types of transportation, as prescribed by the commanding officer. Guards may be required to carry a copy of the special orders with them while on duty.

5. Orders: General Orders per military law. Special orders created for each fixed post should explain or diagram the post location, boundaries, and any particular orders for that post, including any conditions under which force will be used.

6. Duties of personnel: Detailed info on specific duties, methods of challenging, and Guard Mounting procedures for all Main Guard personnel are found in FM #22-6, GUARD DUTY.

IV. What about the composition; etc., of Special Guards?

1. Composition: Special Guards are not as formal as Main Guards. They are selected from small units and function under their normal chain of command. Their primary purpose is to provide additional security to prevent surprise attacks w/o warning. Their arms & equipment, coverage methods & individual duties are as prescribed by unit commanders, unit SOPs, SAD mission orders; etc. [See FM #22-6, GUARD DUTY]
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